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Study objectives

• Conduct a secondary analysis of scammers’ data to identify 
patterns and trends in mass marketing fraud victimization and 
revictimization.

• Develop and test a mailed fraud intervention geared toward 
preventing repeat victimization among older victims using 
empowerment messaging.

Conduct a follow-up survey with a subset of victims to assess their 
perceptions of the intervention and collect self-report data on 
experiences with other types of fraud.

Prevent 
revictimization 
of older adult 
fraud victims 

using a mailed 
intervention.
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An inte rvention to  
p ro tect fraud  victims



Victim  e m p o w e rm e nt m e ssag ing

Re se a rch  q ue stio n : Can an e mp owe rme nt mind se t inte rve ntion re d uce  
the  like lihood  of re sp ond ing  to  a future  scam?

“I w as a  vict im , no w I’m  a  Fraud  Fig hte r”



In te rve ntio n  re cip ie nts w ill...

Know the signs 
that a letter is a 

scam

Develop 
resiliency to 

fraud and 
remember what 

they learned

Internalize the 
strategies in the 
intervention and 

act on them

Understand why 
it is important 

not to send 
money to mail 
fraud criminals

Protect their 
community by 
alerting their 

neighbors to the 
signs of fake mail



Intervention Approaches
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The materials



















In te rve ntio n  re cip ie nts w ill 
b e lie ve  tha t ... 

• The  mate rials are  authe ntic
• The  information is re le vant to  the m and  re p re se nts the ir 

exp e rie nce
• “Fraud  Fig hte r” is a national camp aig n
• The y are  no t alone
• USPIS is looking  out fo r and  p ro te cting  the m and  the ir 

community
• The y are  a co llab orator with USPIS in the  b attle  ag ainst fraud
• The y are  one  of the  b e st too ls in the  fig ht ag ainst scamme rs



Did the intervention 
reduce revictimization 

rates?



Yes! However the magnitude of the effect was small
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Control Letter only Multiple mailings

Percent of victims who responded to a new mail scam during the 4-month 
intervention follow-up period (i.e., were revictimized)

The initial interdiction list had 2,857 victim households; after deduplicating addresses and removing addresses with 
bounce-backs (n=604), there were 2,253 addresses in the sample



Most victims in the experiment were chronic and 
repeat scam victims

88% of the victims in the 
intervention were repeat 
victims*
Three-quarters were in one or 
more of the historical scammer 
databases (75%)
13% were in the first 
interdiction sample more than 
once (multiple incidents)

1,682

297

274

Distribution of victims in the intervention 
experiment (first list that USPIS provided)

Long-term repeat victims
in historical databases

Repeat victims in recent
interdiction

New victims

*This is a conservative estimate of repeat victimization since incidents occurring after 2018 and before the 
interdiction samples provided by USPIS are not captured in our data 



Key 
intervention 
findings

Compared to the control group (no intervention)…
• The single letter condition reduced the rate of 

revictimization by 2.4 percentage points (8.6%) over 
a 4-month period.

• The multiple mailing condition reduced the rate of 
revictimization by 5.1 percentage points (22.4%) 
over a 4-month period.

Rates of repeat victimization during the intervention 
follow-up period were much lower among “new 
victims”, i.e., those who were not in the historical 
database and who only were in the initial interdiction 
sample one time (the sample we randomized). Only 
7.3% of these victims responded to a subsequent 
scam compared to 28.7% of the long-term victims.



Only one third of 
victims 
remembered the 
intervention 
materials, even 
though they 
appear to have 
some 
effectiveness.

• 75% of survey respondents in the 
multiple mailing condition correctly 
identified the fraud fighter logo

• Only 5 victims in in the multiple 
mailing condition returned the tear-
off brochure (sharing their fraud 
story and tips to help others spot 
fraud)

• More victims in the multiple mailing 
condition talked to someone about 
the scam experience than in the 
letter only condition, which is a 
behavior we encouraged across the 
materials



Reactions to the materials 
among those in the treatment 
groups:

• 22% were concerned about future 
fraud

• 19% felt angry at the scammers
• 9% felt embarrassed
• 16% felt relief

Only 5% thought the intervention letter 
was fake and 3.5% were upset at the 
Postal Inspection Service



Key 
takeaways

• Informing people that they have been a 
victim of mass marketing fraud and 
providing fraud awareness materials causes 
a statistically significant reduction in near-
term revictimization risk.

• The sample was comprised of far more 
chronic victims than we anticipated

• Future research should assess whether the 
intervention is more effective among less 
chronic victims (would need a larger sample of 
new victims)

• Future research should also test whether the 
intervention is more effective when mailings 
are sent immediately following scam 
detection 



Questions about the 
intervention study?



Effective communication 
with scam victims



Unmet needs drive 
responses to scams

• Need for social 
connection

• Need for purpose
• Need for financial 

security



Pair & Share
Think of a time you interacted with a 
person victimized by fraud. What did 
you say? How did the conversation 

go?



Goals when communicating with scam 
victims

Gain their trust

1

Reduce shame, 
stigma, and self-

blame

2

Prevent 
revictimization

3



Start out by… 

• Asking the person to tell their story
• Offering confidentiality
• Providing empathy and validation; remind victims 

that scammers are experts at overriding logic by 
activating emotions



Strategies to motivate behavior change

Reverse social engineering
• Authority: Use your expertise and credentials to build trust
• Highlight the negative outcomes of participating in fraud (fear-based strategy):

• Running out of money
• Being prosecuted
• Funds support organized crime and other illegal activity (terrorism, human 

trafficking, drug trafficking)
• Bank accounts will be closed



More strategies to motivate behavior change

• Be their partner/confidant – work with them to identify scams and scammer tactics
• Offer to investigate the scam/scammer with them or on their behalf
• Follow-up frequently – regular check ins make a big difference
• Address the underlying need – social connection, financial security, sense of purpose



Pair & Share
What intervention strategies 
have worked for you when 

helping a fraud victim?



Ineffective strategies

Telling the 
victim they 
are being 
scammed 
right off the 
bat

Changing 
the victim’s 
phone 
number

Rushing 
instead of 
trust 
building



Essential interventions of last resort

Holding funds in an 
account

1
Reaching out to 

friends and family 
members to get 

additional 
protection

2
Closing bank 

accounts

3
Appointing a 
conservator/ 

guardian
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Resources

Report to MAARC

Report to MN Dept. of Commerce

Minnesota Elder Justice Center

AARP Fraud Watch Network



THANK YOU!
MARTI DELIEMA, PHD
MDELIEMA@UMN.EDU
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